
 

 

  
 

 
 

 

 

Privacy Notice 
Gilat Satellite Networks Ltd. and its subsidiaries and affiliates (collectively “Gilat”, “we”, “us” 
“our”) is committed to protecting the privacy of any Data Subject who shares with us Personal 
Information, including those who visits our website at https://www.gilat.com/ (the “Website”). 
This privacy notice (this "Notice") outlines how we use and process Personal Information, the 
purposes for which we use it, who we share it with, and the steps Gilat is taking to protect 
privacy and the limitations in doing so. 

1. Definitions 

In this Notice, the following terms shall have the meaning ascribed next to them. Some 
definitions may vary slightly depending on the Applicable Law, but the core principle remains. 
In the event of a conflict between the definition under Applicable Law and the definition herein, 
the definition under Applicable Law shall prevail.   

1.1 "Applicable Law" means data protection or privacy laws or regulations that apply 
to Gilat in its processing activities of Personal Information.  

1.2 “CCPA” means California Consumer Privacy Act of 2018, as updated and/or 
amended from time to time, including by the California Privacy Rights Act of 2020 
(“CPRA”). 

1.3 "Data Subject" or "you" means any individual whose Personal Information is 
processed by the Company in or through the Website, or through other channels.   

1.4 “GDPR” means General Data Protection Regulation (2016/679), as updated and/or 
amended from time to time 

1.5 “Personal Information” means any information that identifies, refers to, describes 
or could reasonably be linked, directly or indirectly, to an individual. 

1.6 "Processing" means any activity or set of operation that we do with your Personal 
Information (whether you provide us your Personal Information through the 
Website or via other channels of communications, or that we collect from you by 
using technological tools), including (without limitations) collection, storage, use, 
disclosure.  

2. Categories of Data Subject, Types of Personal Information, and 
Purpose of Processing 

2.1 The types of Personal Information that you provide, and the purpose(s) we use it 
may vary, depending on the categories of Data Subjects from whom such 
information is collected, and the limitations that apply to us under Applicable Law.  

In the table below you can see what kind of Personal Information we may collect 
from you (subject to Applicable Law) and purpose(s) that we may use it for. We 
may use the same Personal Information for various purposes. You can also find 
the lawful bases that we rely on to process your Personal Information in 
accordance with Applicable Law.  

 

 

https://www.gilat.com/


2 

 

Data Subject Example of Personal 

Information that we may 

you processed  

Purpose(s) of Processing Lawful 

Basis for 

Processing 

Contact person of a 

customer/potential 

customer  

 

If you have an account - 

Username and password;  

If you create an account – 

full name, company name, 

company email address and 

account number 

To respond to inquiries or 

requests submitted via contact 

forms; 

To manage and fulfill 

contractual obligation (services 

or support); 

To maintain business relations 

with our customers. 

Consent 

Legitimate 

Interest 

Legal 

obligation 

Contractual 

necessity 

 

Browsers on our 

Website that contact 

us (to become a 

customer, business 

partner, subscribing 

to our latest news, or 

approaching us for 

any other reason) 

Full name, contact details, 

company name, country, 

position, product/service you 

are interested in, other 

information that you choose 

to provide; 

Email address 

 

To respond to inquiries or 

requests submitted via contact 

forms; 

To add you to our mailing list 

and send you marketing 

materials per your request.  

Consent 

Legal 

obligation 

Legitimate 

Interest 

 

Browsers on our 

Website 

IP address, browser and 

device information, session 

identifier, referral URL, 

device ID, language 

preferences, mouse 

movements, time spent on 

page, interaction 

timestamps 

 

To enable core site functionality 

or help perform certain 

functionalities;  

To personalize the user 

experience and remember 

settings across sessions; 

To measure and analyze 

campaign performance and 

effectiveness. 

Consent 

Legitimate 

Interest 

A job applicant If you apply for a job through 

our Website: Full name, 

contact details (email 

address, phone), your 

resume and any Personal 

Information you choose to 

include in it; information 

contained in your personal 

website, portfolio and 

personal note (if applicable), 

device/browser 

characteristics.    

Managing our recruitment 

process and maintaining 

records of the recruitment 

process; 

Communicate with you for the 

recruitment process; 

Evaluating and assessing the 

candidate's qualification, skills 

and suitability for the role; 

Retention for future recruitment 

purposes for other positions; 

For any additional purpose that 

the Data Subject consented to. 

Consent 

Legal 

obligation 

Legitimate 

Interest 
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If you apply for a job through 

other channels (e.g. via job 

boards platforms, or through 

an employee who works for 

us),  you may provide us, 

directly or indirectly, and we 

may learn additional 

Personal Information about 

you during the recruitment 

process itself, as it progress 

(e.g., from placement testing 

centers, recruitment 

consultants, reference 

checks, background checks 

results, etc.).  

Such Personal Information 

may include (without 

limitations): 

- Identification and contact 

information (full name, 

email address, phone 

number, physical 

address) 

- Sensitive Personal 

Information: Health 

related information, 

Information about racial 

or ethnic origin, religious 

beliefs, or sexual 

orientation),   

- Your nationality and 

immigration status (such 

as residency, work 

permit status, passport 

card number or other 

protected 

characteristics)  

- Financial data (salary 

expectations) 

- Employment related data 

(CV and every Personal 

Information you choose 

to incorporate there, 

work history, education, 

references) 

- Government IDs (SSN 

etc.)  

- Where permitted by law, 

we and/or our 

customer(s) (as the case 

may be) may collect 

information necessary to 

Managing our recruitment 

process and maintaining 

records of the recruitment 

process; 

Communicate with you for the 

recruitment process; 

Evaluating and assessing the 

candidate's qualification, skills 

and suitability for the role; 

Retention for future recruitment 

purposes for other positions; 

Generating reports and 

statistics, improving our 

recruitment processes; 

Assessing legal eligibility to 

work or where required for 

lawful employment eligibility 

verification. 

Where applicable by law – to 

support diversity and inclusion 

initiatives; 

For any additional purpose that 

the Data Subject consented to; 

Complying with contractual, 

legal and regulatory obligations 

relating to hiring. 

 

Consent 

Explicit 

Consent  

(where 

applicable); 

Legal 

Obligation 

Contractual 

Necessity 

Legitimate 

Interest 
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complete background 

check, which might 

include sensitive 

Personal Information 

(such as drug/alcohol 

and/or other relevant 

information); 

- If you apply for a defense 

position, you may be 

required by Gilat and/or 

its customer(s) to provide 

certain relevant sensitive 

Personal Information, as 

may be required by law 

or the respective 

customer(s). You are 

hereby informed that in 

some jurisdictions, the 

provision of such 

sensitive Personal 

Information is required 

by law, and it is 

mandatory to evaluate 

your suitability for the 

position. 

 

2.2 In addition to the above usage of your Personal Information, we may also Process 
your Personal Information for the following purposes: 

a. To ensure the security of the Website, and to prevent and detect illegal or 

unauthorized activities on the Website.  

b. Comply with applicable laws, dispute resolution, respond to legal processes, 

pursue legal rights, defend litigation, or comply with requests of government 

or public authorities, to enforce this Notice;  

c. For any other lawful purpose.  

 

2.3 For Data Subject in California, it is hereby clarified under the CCPA and CPRA, 
that we DO NOT SELL OR SHARE your Personal Information with third parties for 
monetary or other valuable considerations. We do not use Personal Information for 
cross-context behavioral advertising or profiling without your consent. 

2.4 For Data Subject who are job applicants: 

2.4.1 Sensitive Personal Information will be collected only when it 
is permissible under Applicable Law and if it is relevant to the 
recruitment process or the specific role for which you are applying to 
and/or when you decide to share such sensitive Personal Information. 
Where required by Applicable Law, we will obtain your consent prior to 
such collection or Processing, without derogating from your rights to 
limit the use of such sensitive Personal Information, under Applicable 
Law. 
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2.4.2 Some Personal Information (including sensitive Personal Information) 
may be collected and Processed as part of conditional steps in the 
recruitment process. These activities (such as background checks, 
verification of references etc.) are intended to confirm your suitability 
for the role and compliance with legal or organizational requirements. 
The outcome of such checks may influence the final hiring decision. 

  

2.5 For Data Subject who are contact person of a customer, note that when you login 
to your account, or after you create an account, you leave the Website and enter 
into Gilat's Customer Service Portal.  

2.6 We may process some Personal Information from Data Subject who visit our 
premises, based on local privacy notices that will be shared with such Data Subject 
at the entrance to our premises.  

2.7 Depending on the jurisdiction in which you are located, there may be situations 
where providing certain Personal Information is required by applicable laws or 
necessary to comply with legal obligations. In other cases, providing Personal 
Information to Gilat is at your discretion. However, failure to provide us with such 
Personal Information may prevent you from contacting us for the purpose you 
intended – for example, to receive a service through the Website or receive a 
response on various matters, to subscribe to our newsletter or receiving marketing 
materials, apply for a specific position, etc. It may also prevent us from rendering 
you the requested service, or from responding to your question/query. By doing so, 
you understand and accept that Gilat cannot be held responsible for any resulting 
limitations.    

3. Legal Basis for Processing 

We will only process your Personal Information where we have a legal basis to do so (where 
applicable). The legal basis will depend on the purpose(s) that we use your Personal 
Information, and on Applicable Law in your jurisdiction. In most cases, the lawful bases we 
rely on for processing your Personal Information, are as follows: 

3.1 Consent: You gave us your consent to Process your Personal Information for one 
or more specific purposes. In territories governed by privacy laws where “Consent” 
is the only (or at least the main) legal basis for Processing your Personal 
Information, browsing our Website and/or providing us with Personal Information 
to apply for a job or contact us is deemed to constitute your informed consent to 
the processing of your Personal Information for all relevant purposes outlined in 
this Notice. In some jurisdictions, you may be able to withdraw your consent, 
subject to legal limitations; 

 
o In some jurisdictions, Applicable Law may require us to register 

database(s)/personal data banks with the applicable registrar/authority. By 
using our Website and/or providing us with Personal Information, you hereby 
agree with the inclusion of your Personal Information in such databases/data 
banks, and the use of it by us, according to this Notice.  

 

3.2 Performance of a Contract/Contractual necessity: Processing is necessary for 
the performance of a contract to which you are a party, or in order to take steps at 
your request prior to entering into a contract;  
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3.3 Legal obligation: Processing is necessary for compliance with a legal obligation 
which Gilat is subject to;  

3.4 Legitimate interests: Processing is necessary for the purposes of the legitimate 
interests pursued by Gilat as a Controller, or by a third party. 

4. Data Sharing and Cross Border Transfer 

To pursue the purposes of Processing as listed above, we may share your Personal 
Information with third parties in the following ways:  

 

4.1 We may disclose your Personal Information internally within Gilat group (i.e. Gilat 
Satellite Networks Ltd. and its subsidiaries and affiliates), if applicable to the reason 
you approached us, or in case any entity within the Gilat’s group undergo any 
change of control or ownership (including in case of merger, acquisition, etc.). 

4.2 We may share your Personal Information with our service providers, contractors, 
and consultants (such as IT, software and network service providers, our legal, 
financial, insurance and our compliance advisors, and (where applicable) with 
assessment and placement agencies and recruitment analytics. Our service 
providers are required to maintain confidentiality and applicable data protection 
laws. 

4.3 With respect to Data Subject that apply for a job, in some cases (as specified in 
this Notice), we may share Personal Information with our customers, if the position 
you apply for requires so and subject to Applicable Law.  

4.4 We may disclose your Personal Information to judicial, government and regulatory 
authorities, (a) to comply with applicable law, regulations, rules, requests for law 
enforcement or other legal proceeding; (b) if it is required to protect our legitimate 
business interest; or (c) if it is required to enforce the T&C on our Website, or this 
Notice. 

 

By browsing our Website and/or providing us with Personal Information (through the 

Website or via other channels, as mentioned above), you acknowledge and consent 

that for the purposes set forth above, we may transfer your Personal Information to 

countries outside your jurisdiction, including to countries that may not offer the same 

level of data protection that applies in your jurisdiction. However, we use appropriate 

safeguards, that may vary - depending on the Applicable Law that apply to us in each 

relevant jurisdiction, in order to ensure that your Personal Information is protected 

during such cross-border transfer.  

5. Data Retention 

We retain Personal Information for as long as necessary to fulfill the purposes for which it was 
collected, including to comply with legal, regulatory, and contractual obligations. 

If you are a job applicant and your application for employment is successful, your Personal 
Information will be transferred to your personnel file consistent with our employee Privacy 
Notice which you will receive at the time of concluding your employment agreement. If your 
application is unsuccessful, we may retain your Personal Information according to Gilat's 
retention policy. Following completion of the retention period, your Personal Information will be 
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removed from our systems. If you wish to exercise your rights regarding your Personal 
Information, please contact us and we will following the requirements under Applicable Law.  

6. Data Subject Rights 

You may have certain rights in relation to your Personal Information and in most cases, you 
can exercise them free of charge. Such rights may differ, depending on your jurisdiction and 
the Applicable Law, so they may not be available to all Data Subjects in the same way. 

These rights may include, but are not limited to: 

6.1 Right to be informed: You have the right to know what Personal Information is 
collected about you, the purpose of its use, and who may receive it. 

6.2 Right to access: You may request access to your Personal Information that we 
have about you. 

6.3 Right to correction: You may request that inaccurate, incomplete, unclear or 
outdated Personal Information be corrected. 

6.4 Right to deletion: subject to the exemptions specified under Applicable Law, you 
may request a deletion of your Personal Information if it is inaccurate, incomplete, 
unclear or outdated, if it is no longer necessary for the purpose if was collected for, 
or if it was collected unlawfully. 

6.5 Right to object or restrict certain types of processing, including profiling (such as 
for direct marketing purposes) or opt out (for example – from decision made solely 
by automated processing, targeted advertising, etc.). In some jurisdictions you may 
have the right to limit the use of sensitive Personal Information (if collected).  

6.6 Right to withdraw consent: Where processing is based on your consent, you may 
withdraw it at any time. 

6.7 Right to lodge a complaint with the applicable supervisory authority, if you believe 
your data rights have been violated, or to appeal if we deny your request. 

 

Gilat and its subsidiaries and affiliates operate globally, and are therefore subject to a variety 
of applicable Law, each with its own sets of rules and rights. Since it is not practical to list every 
possible right in this Notice, the above sets a non-exhaustive list of kinds of rights you may 
have. Nonetheless, no matter where you are located, we are committed to respecting and 
fulfilling all rights granted to you under Applicable Law. You can contact us (according to the 
details set forth below) at any time if you wish to exercise your rights, and we will respond to 
your requests in the timeframe prescribed by the relevant Applicable Law. 

7. Cookies  

We may use several types of Cookies or other similar technologies in our Website. "Cookies" 
are small data files sent to your browser and stored on your device while your are browsing 
out Website. Cookies may help websites, among others, remember preferences, improve 
functionality, and deliver relevant content. Cookies may collect certain data which, under some 
Applicable Law, may be considered as Personal Information, as mentioned in section 2.1 
above. You can manage your preferences regarding ths use of Cookies, by accessing the 
setting option in your browser. Please note that If you choose to disable Cookies, some areas 
of the Website (or our services – if your are a registered customer) may not work properly so 
that we might not be able to provide you with our content (or services) at all. For detailed 
information on the types of Cookies we use, their purpose, Personal Information that may be 
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collected thorugh these tools and how you can manage your preferences regarding these 
tools, please refer to our Cookie Policy, available at: Cookie Policy - Gilat. 

8. Security Measures 

We have implemented security and organizational safeguards that aim to protect your 
Personal Informational from unauthorized access, disclosure, alteration or destruction. While 
we strive to maintain a high level of security, no system is completely immune to potential risks. 
Therefore, we cannot guarantee absolute protection against all threats and the use of our 
Website (including the provision of Personal Infromation for any reason) is at your sole risk.  

Where we have given you (or where you have chosen) a password which enables you to 
access your account, we encourage you to choose a strong password and to keep this 
password confidential. If you have reason to believe that your password to your account has 
been compromised, please notify us immediately by contacting us at the email address shown 
below. 

9. Children Data 

The Website is not intended for minors under the age of 18 years, and we do not intend to 
Process Personal Information from anyone we know to be under 18 years. If we have reason 
to believe that we hold Personal Information of a person under that age without appropriate 
consent, we will take steps to delete it in accordance with Applicable Law.  

10. Governing Law 

This Notice is intended to comply with Applicable Law in the jurisdictions in which Gilat operate 
or where Data Subject are protected by such Applicable Law. Unless otherwise required by 
Applicable Law, this Notice shall be governed by and construed in accordance with the laws 
of the State of Israel, excluding its choice of law principals. Disputes arising in connection with 
this Policy shall be subject to the exclusive jurisdiction of the competent courts in Tel Aviv-
Jaffa, Israel 

11. Contact Us 

If you have any questions, concerns, or requests regarding this Privacy Notice or the way we 
Process your Personal Information, you may contact our legal department, by emailing: 
efrata@gilat.com. If you believe your rights under this Notice have been violated, you may also 
lodge a complaint with the applicable local supervisory authority. However, we encourage you 
to contact us first, so we can try to resolve your concern.   

12. Updates 

Gilat reserves the right to amend the terms of this Notice from time to time, by posting the 
revised terms on the Website. The new Notice will be effective as of the date it was last 
updated, as indicated below. If we make material changes to the Notice that significantly 
change your rights or the way we Process your Personal Information, we will notify you  by 
posting a conspicuous notice on our Website or by contacting you directly. Where legally 
required and feasible, we will seek your renewed consent before implementing these changes. 

 

 

Last Updated: December 18, 2025.  
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