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Minimum Security requirements for Suppliers 
 

The minimum security requirements set forth in this document apply to any supplier or vendor 

("Supplier") who accesses, processes, stores, or otherwise handles Gilat Data, or provides 

services involving access to Gilat’s systems or network. These requirements shall apply to the 

extent relevant to the nature of the services provided and the Supplier’s level of control or 

responsibility over the data or infrastructure. For the avoidance of doubt, technical controls 

(such as encryption, network security, etc.) shall apply only where the Supplier has direct 

control or responsibility over the relevant systems or data. 

For the purpose of this document, "Gilat" shall mean Gilat Satellite Networks Ltd and/or its 

affiliates and subsidiaries; "Gilat Data" shall mean any information or data which is accessible 

or disclosed to the Supplier by Gilat, including, (without limitations), confidential, sensitive or 

personal data 

1. Security Measures. The Supplier shall implement appropriate technical and organizational 

cybersecurity measures designed to prevent accidental or unlawful destruction or accidental 

loss, alteration unauthorized disclosure or access to Gilat's Data, and to maintain principles 

of confidentiality, integrity, and availability. Supplier's security controls should be 

proportionate to the sensitivity of Gilat's Data. Gilat information shall only be processed 

strictly for the purpose of providing contracted services and never used for any other 

purposes without prior written approval from Gilat security & legal departments. 

2. Data Management 

2.1. All Gilat’s Data must be stored, processed and transmitted, managed and saved solely 

in a secure environment according to best practices (data classification, access, etc.) 

2.2. Suppliers shall follow Gilat's classification of Gilat Data, enforce strict role-based 

access control (RBAC), and ensure access is limited only on a need-to-know basis, 

and least privilege basis. 

2.3. All Gilat’s Data must be properly encrypted at rest and in transit according to 

acceptable best practices: 

2.3.1. At rest: AES-256 or stronger. 

2.3.2. In transit: TLS 1.2+ 

2.3.3. Encryption keys shall be securely managed. 
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2.4. For Suppliers who provides cloud-based solution, the location of data storage/hosting 

should be coordinated with Gilat in advance.  

2.4.1. For Israeli Suppliers – storage or access to Gilat Data outside of Israel or 

EEA/EU must be approved by Gilat prior to any data transfer process 

(whether by Supplier or its sub-processors).  

2.4.2. Storage or processing outside pre-approved jurisdictions is strictly 

prohibited. Any change must be pre-approved in writing. 

3. Information and Cybersecurity Program 

3.1. The Supplier shall demonstrate that it has an established information security and 

cybersecurity framework that includes policies, standards, controls and processes 

with an organizational structure that supports effective implementation of security 

risk management in accordance with industry best practice (e.g. NIST, ISO/IEC 

27001, ITIL, COBIT). The Supplier's cyber security policies and procedures must 

be updated at least annually.   

4. Access Control 

4.1. The Supplier shall maintain a documented and secured user access management 

process, adhering to the principles of least privilege, and segregation of duties for 

the creation, distribution, management of authentication credentials and remote 

access including: 

4.1.1. Remote login access to the Supplier network must be encrypted and always 

use multi factor authentication. 

4.1.2. The Supplier network must be encrypted and always use multi factor 

authentication. 

4.1.3. Access to the Gilat's network shall meet industry standard technology which 

is approved by Gilat’s CISO. 

5. Vulnerability Assessment 

5.1. The Supplier shall establish and maintain an up-to-date vulnerability management 

process designed for effective monitoring, timely detection to identify, investigate, 

and remediate any cybersecurity vulnerability within the Supplier-owned or 

managed applications, infrastructure network and system components. 
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5.2. The Supplier shall apply risk-based prioritization aligned with industry standards 

(CVSS, or other) and ensure remediation timelines appropriate for critical-severity 

vulnerabilities. 

5.3. The Supplier shall update its documentation following significant changes in 

systems or processes. 

6. Information Technology asset management 

6.1. The Supplier shall have a solution to detect and categorize hardware and software 

used to store, process and transmit Gilat’s Data. 

6.2. Technology assets and their associated configuration must be identified, named, 

classified, documented, and recorded in an authorized inventory. 

6.3. Access to records in the inventory must be authorized, periodically reviewed and 

maintained. 

7. Logging & Monitoring 

7.1. The Supplier shall ensure that it's IT systems (e.g. applications, networking 

equipment, security devices and servers) used for the provision of service(s) to Gilat 

have the mechanism for logging, monitoring, and alerting of event data (i.e. 

physical and logical access logs, application logs, systems logs, network logs and 

alerts). 

7.2. Logs must be kept for at least 24 months. 

7.3. The Supplier shall restrict audit logs from access to authorized personnel and 

maintain records that provide unique access accountability. 

7.4. The Supplier shall monitor audit logs to detect suspicious activities from all parties, 

including trusted parties and 3rd parties, etc. 

8. Audit and Review 

8.1. The Supplier acknowledges Gilat's right to conduct surveys and audits of 

information security from time to time as needed. The manner of conducting the 

audits will be at Gilat's discretion in the form of questionnaires, sharing of 

penetration test results, etc.  

8.2. Audits may include security questionnaires, penetration test summaries, policy 

reviews, or other reasonable requests for evidence of control effectiveness. 

8.3. Request for an audit or review will be in writing. 

9. Network Security 
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9.1. The Supplier shall ensure that all systems, applications and network devices used 

in the provision or support of services to Gilat are protected from inbound and 

outbound network threats. The Supplier shall maintain an up-to-date network 

diagram that shows the infrastructure, security controls and the data flow for the 

service being provided to Gilat. 

10. Secure Development: 

10.1. Suppliers which develop software, applications, or platform components to Gilat 

shall maintain and follow a Secure Software Development Life Cycle (SSDLC). 

The SSDLC must integrate security controls and validation activities throughout all 

phases of development, including design, development, testing, deployment, and 

maintenance. 

10.2. Supplier’s SSDLC shall include:  

10.2.1. Secure coding practices aligned with industry standards (e.g., OWASP, 

CERT, language-specific secure coding guidelines). 

10.2.2. Code review processes, including peer reviews or automated tooling to 

identify security weaknesses. 

10.2.3. Security testing, such as SAST, DAST, SCA, dependency scanning, and 

security-focused QA prior to release. 

10.2.4. Vulnerability and defect tracking, ensuring identified issues are remediated 

before software is deployed or delivered to Gilat. 

10.2.5. Change management controls require evaluation of security impact when 

modifications are introduced. 

10.2.6. Environmental separation, ensuring development and testing environments 

remain isolated from production systems. 

11. Configuration Baseline Management 

11.1. The Supplier shall have an established framework to ensure that all configurable 

systems/networking equipment in scope of the service provided are securely 

configured.  

11.2. Baselines must be monitored, maintained, and updated regularly. Deviations must 

be promptly remediated. 

12. Incident Response: 



 

 Gilat Wavestream Proprietary and Confidential DFT0000379_A 
 

Page 5 of 5 

 

12.1. The Supplier shall report Gilat on every information security/ cybersecurity 

incident or suspected incident that might affect Gilat Data / assets within 24 hours 

from the incident was identified.  

12.2. Notice should be issued in writing to:  

- cisooffice@gilat.com  

- notify your point of contact in Gilat by phone and email. 

12.3. The Supplier shall provide Gilat with all details required by Gilat to enable Gilat to 

fulfill its legal obligations, and fully cooperate in investigation, mitigation, and 

remediation efforts. This will include the nature and scope of the breach, affected 

data subjects and records, consequences, and corrective measures. The Supplier 

may not issue public communication without Gilat’s prior written approval, except 

were prohibited by law. 

13. Data deletion/ Destruction 

13.1. The Supplier shall either securely return or permanently delete all Gilat Data (so it 

cannot be recovered or restored) upon request, and in any event upon termination 

or expiration of the contract with Gilat within 10 business days. Any retention 

required by applicable law must be communicated in advance to Gilat and be 

limited to the minimum required by law, with strict confidentiality and restricted 

processing.  

14. Training: the Supplier will provide regular security awareness to its employees and sub-

contractors. 

15. Sub-Processor. The Supplier shall ensure that the requirements set forth herein are 

contractually imposed on its subcontractors. The Supplier shall maintain a documented 

process for assessing and monitoring all of its subcontractors involved which support the 

services given to Gilat. 

16. The Provisions in this document are supplementary to any contractual agreement between 

Gilat and the Supplier and shall not derogate from any obligation that the Supplier is subject 

to under applicable law (including privacy and data protection laws and regulations). 
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